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Abstract— Ultrasonic communication is proven to be reliable
for transmitting data, images, and video streams through solid
channels to overcome certain physical barriers which prevent
conventional wired or wireless communication networks. In this
study, we propose a novel encryption framework for securing the
video stream transmission while taking into consideration the
characteristics and constraints associated with ultrasonic
communication through solid channels. In this framework, a
Chaotic encryption algorithm employing the 2-D Around Cat Map
and 1-D Logistic Map is used to confuse and diffuse the video
stream. A benchmark system was designed to examine the
performance of the Chaotic encryption algorithm applied to
ultrasonic video transmission. The horizontally adjacent pixels in
a video frame and the same pixel in two consecutive frames are
randomly selected to evaluate the frame-to-frame pixel correlation
before and after encryption. The scatter plots and the correlation
coefficient reveal that the Chaotic encryption fully scrambles and
diffuses the original video stream.
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I. INTRODUCTION
Ultrasonic waves can be used as information carriers through
solid channels for delivering data, images, and video streams [13]. Due to the attenuation, dispersion, or multipath effect of
ultrasonic communication through the solid channel [4][5], the
channel length is limited to a few meters. Consequently, for
remote access to video data beyond a few meters the output of
the ultrasonic channel must be interfaced to Ethernet or Wi-Fi.
The transmission of video data through Ethernet or Wi-Fi
demands cybersecurity protection. In this study, A benchmark
system was designed to examine the performance of the
encryption/decryption applied to ultrasonic communication
through a steel pipe channel. A Chaotic encryption/decryption
key updating algorithm is presented and tested for a video
stream. 2-D Arnold Cat Map and 1-D Logistic Map are used to
confuse and diffuse the video stream from the webcam [6-7].
This encryption technique adds no redundancy to the original
video stream and is efficient and suitable for ultrasonic video
communication. We assess the effectiveness and feasibility of
encrypted images by comparing them to the original image using
the correlation scatter plot between adjacent pixels and the same
pixels in two consecutive frames [8-9].
This paper is organized as follows. Section II presents the
ultrasonic video transmission system using a metal pipe channel.

Section III presents the Chaotic cryptosystem including the
structure and key updating algorithm for ultrasonic video
transmission. Section IV presents the experimental data to
validate the practicality of the proposed system. In this section,
the performance of a Chaotic cryptosystem is analyzed and
compared. Section V presents a summary of key issues related
to video transmission, ultrasonic solid channel, and the
efficiency of the Chaotic encryption algorithm.
II. ULTRASONIC VIDEO TRANSMISSION SYSTEM
Fig. 1 is an example of applying an ultrasonic video
transmission system in nuclear facilities where wired or wireless
communication links are not feasible. The transmitter is placed
in a sealed environment and is fully protected by the physical
barrier for isolation and safety purposes. The video stream from
the webcam surveillance in the sealed environment is modulated
by the transmitter controller. The packetized video streams are
transmitted through the steel pipe channel (see Fig. 2) using a
2.5 MHz piezoelectric transducer (PZT). The transmitted
information is captured by the 2.5 MHz PZT receiver which is
placed outside of the physical barrier (see Fig. 1). The receiver
controller demodulates and recovers the video information. An
Ethernet connection delivers the video stream to the remote
client by a server. This condition demands securing video data.
The next section presents a Chaotic cryptosystem to secure
ultrasonic video transmission.

Fig. 1. Ultrasonic video transmission system architecture

Fig. 2. Steel pipe channel for ultrasonic video transmission

III. CHAOTIC CRYPTOSYSTEM
Chaotic maps are studied in dynamic systems as they exhibit
chaotic behavior [8]. Chaotic encryption for the video stream is
robust, secure, and efficient for real-time implementation on the
transmitter side of the ultrasonic video transmission [9]. Fig. 3
displays the Chaotic cryptosystem key updating algorithm for
ultrasonic video transmission. The Arnold Cat Map (ACM)
changes the positions of the pixels. It decreases the correlation
of adjacent pixels and makes the video frame unreadable to
eavesdroppers. Then the Logistic Map (LM) is used to substitute
the value of each pixel. This process enhances randomness and
breaks the statistical characteristics of the original video frame.
An external key determines the initial conditions of ACM and
LM.

Fig. 4. Encryption/decryption key updating algorithm for ultrasonic video
transmission

IV. VIDEO TRANSMISSION TEST RESULTS

Fig. 3. Chaotic cryptosystem structure for ultrasonic video transmission

In video transmission, each frame is encrypted using Chaotic
maps in three steps: 1. The original video frame is scrambled by
ACM, 2. The obtained data is converted into a 1D sequence and
substituted the pixel values by the LM, and 3. Reshape the
encrypted sequence back to the original image size. The
encryption process adds no redundancy to the video stream and
doesn’t affect the encoding and modulation processes of the
transmission procedures. However, we might have an artifact
problem when running the Chaotic encryption process using the
same key for consecutive frames. A key updating algorithm is
designed to break the strong correlation of successive frames.
The encryption/decryption algorithm is shown in Fig. 4. The
original 𝑘𝑘𝑘𝑘𝑦𝑦0 is used to encrypt video frame 0, then the new key
is derived from the encrypted data after each encryption round
and used for the encryption process for successive frames. The
new key value is determined by 𝑘𝑘𝑘𝑘𝑦𝑦0 and ciphered video frame.
During the decryption process, the new key is derived before
each decryption round. Even a tiny change in the 𝑘𝑘𝑘𝑘𝑦𝑦0 can lead
to the failure of the decryption process.

This section examines the feasibility and efficiency of the
proposed Chaotic cryptosystem by using successive frames of a
sample video stream. In Fig. 5, two consecutive video frames
are selected as an example. They are almost identical by the
sense of sight. Figs. 5c and 5d exhibit the ciphered video frames.
The original video frames are encrypted into different noise-like
images. No specific similar pattern can be observed. In the
remote client, the decryption algorithm can fully recover the
video stream lossless, as shown in Figs. 5e and 5f.
The horizontally adjacent pixels in a video frame and the
same pixel in two consecutive frames are randomly selected to
evaluate the frame-to-frame pixel correlation before and after
encryption. The scatter plots are shown in Fig. 6. Figs. 6a and
6b reveal a high correlation of adjacent pixels. Particularly,
pixels in the consecutive video frames display an even stronger
correlation. Figs. 6c and 6d demonstrate the correlation of using
the proposed novel encryption/decryption framework. As shown
in Fig. 6 the encryption algorithm strongly decorrelates frame to
frame pixel correlation and the scatter plots display random
patterns. The correlation coefficient of encrypted video frames
is 0.0065, which implies the Chaotic encryption fully scrambles
and diffuses the original video stream.

V. CONCLUSION
In this paper, we proposed a novel encryption/decryption
frame for the ultrasonic secure video transmission system. The
proposed cryptosystem (ACM and LM algorithms) shows
robust
confusion
and
diffusion
properties.
The
encryption/decryption algorithm updates the key to initialize the
Chaotic maps, which maintains strong encryption quality and is
resilient to a cybersecurity attack. By using the Chaotic
cryptosystem, the correlation coefficient of the encrypted frame
is 0.0065, a very small number practically zero. Furthermore,
the correlation scatter plots also confirm the robustness of the
algorithms. The Chaotic cryptosystem is a lossless decryption
process that ensures the video can be fully recovered on the
remote client site.
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